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2005 W 3.1E 168 19,066
2006 8.1 W10A 17,231
2007 $919.918 W10AR 19,118
2008 #22.91% Wi2ha 22,710
2009 #935.712 Wi12A/ 36,190
2010 #956.5(2 Wi2ha 50,128
2011 945442 Wi12A/ 40,654
2012 w7782 W19A 53,085
2013 128812 W21/ 63,655
2014 #256.612 W24 R/ 115,323
2015 #9545.11= #28A 213,523
2016 91,2811 #30A 469,104
2017 91,5042 #30A 559,125
2018 02,1218 #3075 789,876
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Surveillance camera
— [P camera
-

Network devices
— Router, Gateway
— Modem, bridges
—  WIFI routers
— Network mobile storage
— Security appliances
Telephone
— VolP Gateways
— IP Phone
— GSM Routers
— Analog phone adapters
Infrastructures
— Parking management system
— LED display controller

Control system

— Solid state recorder

— Sensors

— Building control system (bacnet)
Home/individuals

— Web cam, Video recorders

— Home automation GW

— Solar Energy Control System

— Energy demand monitoring system
Broadcasting

— Media broadcasting - g

— Digital voice recorder

— Video codec

— Set-top-box YT
Etc | — |

— Heat pump

— Fire alert system
— Medical device(MRI)
— Fingerprint scanner

NOTE: Devices are inferred by telnet/web banners
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| 80/TCP
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/ 80/TCP WebH—/X (HTTP)
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22/TCP loTHas (L—5%)
4%

Other Ports

41%
REFH—/0 (SSH)

52869/TCP | loT#2as (h—LIL—5%)

81/TCP loTHgs (R—LIIL—5%)

8080/TCP | loTHkzs (Webhi X S5%)
2323/TCP | loTHgs (Webh X 5%)

Androidizs
O995/TCP | (o Ky iy & 22%)
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® 445 /tcp (SMB)

v 201 7FE58~
v Windows (WannaCry)

W Wana DecryptOr 2.0

3 6oops, your files have been encrypted!

Payment will be raised on

5/18/2017 11:04:00

Time Left

Your files will be lost on

5/22/2017 11:04:00

lime Left

Contact Us

What Happened to My Computer?
Your soportant. files are encrypted

[Many of your documents, photos, videos, databases and other files are no long
because they have been encrypzé. Maybe you are busy loolang for a way to Face
El:s._ but do not waste your tme. Mobody can recover your files without our d
W service

232 [zimolliad)
tradhonal|

Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But o
enough tene.
Vou can decrypt some of your files for free. Try now by clicking <Decrypt>
But if you want to d=crypt all your files, you need to pay. E,.vm
You only have 3 days to submit the pagment After that the price will be doub|Neceegien
8150, 1f you don't pay m 7 days, you won't be able to recover your Sles foreve{Foish
We will have free events for users who are so poor that they couldn't pay in ¢ ::c"'“—“.””
- omanian
Russian
Slovak

How Do I Pay? 2
Payment 1s accepted in Bitcoin only. For more nformation, click <About bitcol b2
Please check the current price of Bitcom and buy sorae bitcoins. For rore mf{T
<How to buy bitcoms> Viethameso
And send the correct amount to the address specified m this wmdow.

h

| After your payment, click <Check Payment>. Best time to check 3:00am - 11:00am GIT =

Fori WAoo doce bo Tuidoce

Send $300 worth of bitcoin to this address:

116p7UMMngoj1pMvkpHijeRdfINX|ELrLn M
Check Payment

H# © Symantec

https://www.symantec.com/security_response/writeup.jsp?docid=2017-051310-3522-99
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DASAN Networks GPON Router (loT¥ /L7 77 hajime)

(3/29: 620,000 IP7 F L X)

8291 /tg:p/ 30/t /
tcp

AWV N WYY

(5/19: 510,000 IP7 F L X)

‘ NUUO DVR (IoT¥/L™ = 7 mirai)
BlueStacks Android Emulato
A
A
8181 /tcp
(4/25: 130,000 IP7Z RL X)

/\

| 700,000
600,000
500,000

400,000

300,000
200,000

100,000

18/01/01 00:00 18/01/29 06:00 18/02/26 12:00 18/03/26 18:00 18/04/24 00:00 18/05/22 06:00 18/06/19 12:00 18/07/17 18:00 18/08/15 00:00 18/09/12 06:00 18/10/10 12:00 18/11/07 18:00 18/12/06 00:00

2AZ—=URANE/H (2018F1H~12H)

0



NASAAND G A I\ —I B

18

(2019)

e NASAD Y 1 v NHEER

t%F (JPL) ho@lZET— YRR

HloT)

o EIFA[ER X NfcRaspberry PiDN REE (57,

4

© )

i

t

o0 e (< O N @

NASA. #1N\—BETHET -5 RADIZEIFAREIEO Raspberry Piy - ITmedia NEWS

& itmedia.co.jp

[Tmedia NEWS > £F 2 71 >NASA, ¥+/\—BBTHEET— 57t BADIGHRF...

NASA, JAN\—KETERT—FRH SAOZEFTER
@ TRaspberry Pij

Office of Inspector General

National Aeronautics and Space Administration

Office of Audits

20194065238 0785455 2253 [ITmedia]
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Deep Space Network Dish in Goldstone,
Cali&fsr?ia

June 18, 2019
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Source: NASA.

DSNOD/YSRS 7> 7F (@i : NASA)

Report No. 1G-19-022

https://oig.nasa.gov/docs/IG-19-022.pdf
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https://www.itmedia.co.jp/news/articles/1906/23/news012.html
https://gigazine.net/news/20190625-nasa-hacked-raspberry-pi/
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v JPCERT/CC TEeF*a27d—FT1>7]
https://www.jpcert.or.jp/securecoding/

v JPCERT/CC [oTFxzvZYURby
https://www.jpcert.or.jp/research/loT-SecurityCheckList.html

v BRAY/o0OVY 7K MERETEZAVE2 -T2/ 0EFa2 VT AR T7H10)
https://msdn.microsoft.com/ja-jp/library/ms995349.aspx

v loTH#EEIDYY —Y 7L ToT X2 VT o A4 KZ4 >ver 1.0;
http://www.soumu.go.jp/main_content/000428393.pdf
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® NOTICE: National Operation Towards loT Clean Environment
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